BaymaHCKMK y4yebHbIM LeHTp «CneunanucT»

MNMporpamma Kypca YnpaBrneHue knoepoesonacHocTbio (CyberOps
Associate)

Koa kypca: CA-KUB3

Tema

Mogynb 1. OnacHocTtb (The Danger)

JTabopaTopHas paboTa: Installing the Virtual Machines

Mogynb 2. Bopubl B 60opb6e ¢ kubepnpectynneHusamm (Fighters in the War Against
Cybercrime)

Mogaynb 3. OnepaumoHHas cuctema Windows (The Windows Operating System)

JTaBopaTopHas paboTta: Exploring Processes, Threads, Handles, and Windows Registry
JTabopaTopHas paboTa: Create User Accounts

JTaBopaTopHas pabota: Using Windows PowerShell

JTabopatopHas paboTta: Windows Task Manager

JTaBopaTopHas pabota: Monitor and Manage System Resources in Windows

Moaynb 4. OnepaumoHHas cuctema Linux (Linux Overview)

JTaBopaTopHas pabota: Working with Text Files in the CLI

JlabopatopHas pabota: Getting Familiar with the Linux Shell

JTaBopaTopHas paboTa: Linux Servers

JlabopatopHas paborta: Locating Log Files

JTaBopaTopHas pabota: Navigating the Linux Filesystem and Permission Settings

Mogaynb 5. CeteBble npoTtokonbl (Network Protocols)

JTaBopaTopHas pabota: Tracing a Route
JlabopaTopHas paborta: Introduction to Wireshark

Mogaynb 6. NMpoTtokonsi Ethernet u IP (Ethernet and Internet Protocol)

Mogynb 7. NMpoBepka cBA3u (Connectivity Verification)

Mogaynb 8. NMpoTtokon ARP (Address Resolution Protocol)

JTaBopaTtopHas pabota: Using Wireshark to Examine Ethernet Frames

Mogaynb 9. TpaHcnopTHbIN ypoBeHb (The Transport Layer)

JTaBopaTopHas pabota: Using Wireshark to Observe the TCP 3-Way Handshake
JTabopaTopHas paboTa: Exploring Nmap

Mogynb 10. CeteBble cepBuchl (Network Services)

TTabopatopHas paboTa: Using Wireshark to Examine a UDP DNS Capture
JTaBopaTopHas pabota: Using Wireshark to Examine TCP and UDP Captures
JTabopatopHas paboTa: Using Wireshark to Examine HTTP and HTTPS Traffic

Mogaynb 11. YcTponctea ansa o6ecneyeHus ceasm (Network Communication Devices)

Mogaynb 12. YcTponcTBa ansa o6ecneyeHusi ceteBon 6esonacHocty (Network Security
Infrastructure)

Moaynb 13. Atakytowme n ux uHctpymeHTbl (Attackers and Their Tools)

Mogaynb 14. PacnpocTpaHéHHble yrpo3bl 1 ataku (Common Threats and Attacks)
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Moaynb 15. MOHUTOPUHT M yTUNUTLI Ansi paboTbl ¢ ceTbio (Network Monitoring and
Tools)

Mogaynb 16. Ataku Ha ocHOBHble npoTtokonbl (Attacking the Foundation)

Mogynb 17. ATaku Ha ocHOBHble cepBuchl (Attacking What We Do)

e JlabopatopHas paboTta: Exploring DNS Traffic
¢ JlabopaTtopHas pabota: Attacking a MySQL Database
e JlabopaTtopHas pabota: Reading Server Logs

Mogaynb 18. Moaxoawbl k o6ecnevyeHuto 3awmTtbl (Understanding Defense)

Mogynb 19. KoHTponb goctyna (Access Control)

Moaynb 20. UHTennekTyanbHble cpeacTBa 60pb0Obl ¢ yrpo3amm (Threat Intelligence)
Mogynb 21. KpunTtorpadwms (Cryptography)

JTabopatopHas paboTa: Hashing Things Out

JTaBopaTopHas pabota: Encrypting and Decrypting Data Using OpenSSL
JTabopaTopHas paboTa: Encrypting and Decrypting Data Using a Hacker Tool

JTaBopaTopHas pabota: Examining Telnet and SSH in Wireshark
ITabopatopHas paborta: Certificate Authority Stores

Mopaynb 22. 3awmTta koHeuHbIX ycTponcTs (Endpoint Protection)

Moaynb 23. OueHKa yA3BMMOCTEN KOHe4YHbIX ycTpoicTB (Endpoint Vulnerability
Assessment)

Mogaynb 24. TexHonorum n npotokorbl (Technologies and Protocols)

Moaynb 25. [laHHbIe, cobpaHHble cuctemamm o6ecneyeHust 6esonacHocTu (Network
Security Data)

Mogaynb 26. OueHka npegynpexaeHumn (Evaluating Alerts)

e JlabopatopHaa pabota: Snort and Firewall Rules

Mopaynb 27. PaboTta ¢ gaHHbIMK, COGpaHHbIMM cUCTeMamMun obecrneyeHns
6e3onacHoctu (Working with Network Security Data)

JlabopaTopHas paboTta: Convert Data into a Universal Format
JTabopaTopHas pabota: Regular Expressions Tutorial

JTabopaTtopHas pabota: Extract an Executable from a PCAP

JTabopaTopHas pabota: Interpret HTTP and DNS Data to Isolate Threat Actor
JTaBopaTopHas paborTa: Isolate Compromised Host Using 5-Tuple
JTabopaTopHas paboTa: Investigate a Malware Exploit

JTaBopaTopHas pabota: Investigating an Attack on a Windows Host

Mogaynb 28. LincdpoBasi KpuMMHaNMCTMKa, aHanu3 u pearmpoBaHme Ha UHUWOEHTbI
(Digital Forensics and Incident Analysis and Response)

AyLI,I/ITOpHa‘r'I Harpyska B Kracce c npenogasateriem
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36 ak.y. + 36 ak.u.
camocTosATenbLHO

Mo oKoHYaHUM 06YUeHs Ha Kypce MPOBOAUTCA UTOroBas aTtTecTauus. ATTecTauma NpoBoaUTCA B BiOe TecTa Ha
nocreaHeM 3aHATUN UM HA OCHOBaHWM OLIEHOK NMPpaKTUYeckMx paboT, BbINONHAEMbIX BO BpeMsi 06y4eHus Ha Kypce.
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