BaymaHCKMK y4yebHbIM LeHTp «CneunanucT»

MNMporpamma kypca PaclumpeHHoe agmuHuctpuposaHue PEL] OC
Koa kypca: PEOOC3

Tema AK. yacoB
Mogynb 1. Pabota B komaHgHOM obonouke bash

CueHapwin bash. NepeMeHHbIe OKpYXeHMs, HACTPOMKIN ceaHca 000OYKM.

BBoA v BbIBOA AaHHbIX. 5
ArnropuUTMmndecKkme KOHCTPYKLMK, PYHKLMM.

Ob6paboTka omBOK 1 3aBEPLLEHVE.

Mopaynb 2. Cuctema ninumanusaumm B PE[] OC

Mogaymm (toHuTbl) systemd, CUHTaKcmc Mmoayren.

YPOBHM UCMIOTHEHUS!. 3
Ytunnta systemctl n ynpaerneHnve mogynsamu.

HanucaHvne cobcTBEHHbIX MOayren.

Mopaynb 3. Paborta ¢ auckamu B PE[] OC

e Co3pgaHve pasgernos ¢ nomoupto fdisk n parted2. CosgaHue dainroBor cuctemsl

komaHgom mkfs.

MpoBepka LenocTHoCTU chanrosom cuctemsl (fsck). 3
Tvnbl hanroBbIX CUCTEM.

[vckoBble KBOTHI.

MoHTtupoBaHue cannobix cuctem. davn fstab. MoHTMpoOBaHWe ceTeBbIX Nanok.

Moaynb 4. PaclumpeHHoe agMUHUCTPUPOBaHME YCTPOWUCTB XPaHeHUsl AaHHbIX

* YnpasneHue rnorndeckummn Tomamm (Logical Volume Manager)2. CosgaHve ousnieckmx

TOMOB.

CosgaHve rpynn ToMoB. 3
Co3pnaHve nornyeckmx TOMoB.

M3ameHeHve pa3mepoB form4eckmx TOMOB 1 (pairioBbIX CUCTEM.

LLincopoBaHme AMCKOB.

HacTporika 1 KOHTPOsb paboThbl ONCKOBLIX YCTPOWCTB.

Mogaynb 5. ApxuBnpoBaHue u pesepBHoe konupoBaHue B PE[] OC

Komnpeccopbl n apxvBaTopbl.

CTtpatervm n nrnaHMpoBaHue pe3epBHOro KONMMPOBaHUS. 3
YTunmtel pesepBHOro konmposaHus. Rsync, ump/restore, dd, Bacula, fwbackups.

KoavpoBaHue nHcpopmaumm.

Moayns 6. NnaHupoBaHue 3agaHni B PEL OC

®oHOBOE BLINOMHEHWE 3a4aHW.

MnanupoBuwikn at n batch. 3
MnaHMpoBLIKM cron 1 anacron.

padnyeckasn ytumra zeit.

Tanmepbl systemd.



Mogaynb 7. Mogynu sgpa n HacTpourku sgpa Linux

MogaynbHasa nHdppacTpykTypa sapa Linux.

MonyyeHue cncka moayrnen.

[obasreHve v yganeHue moayren. 3
MpaBwuna 3arpyskn moayrnen yctpoicts (udevirules.d u /etc/modprobe.d).

«TOHKMe» HACTPOViKM onuui agpa, ytunura sysctl HacTpowikv sapa Linux.

CpepnctBa npocMoTpa cMCTEMHOM MHcbopmaumw. YTurmTel inxi, hwinfo, iotop, iftop n ap.

Mogynb 8. Coop uHcpopmaLmm, MOHUTOPUHT U XKypHanupoBaHue B PE[]1 OC

Cepsuc rsyslogd.

Cuctema poTaumm xypHarsos. Logrotate. 3
>KypHarmposaHnue journald n ytunmra journalctl.

NemoH Auditd.

KomaHga dmesg.

Mopaynb 9. CeTb u ceTteBble cepBuchi B PE[] OC

CMeHa noumeHoBaHWs aganTepos.

YTurntel ip, nmcli, ethtool, koHUryprpoBaHue ceTeBbIX aganTepos.

YTunmtel paboTbl C CETEBLIMU CEPBUCAMM.

MakeTHbIN hunbTpa iptables, cnocobbl 3agaHna COBCTBEHHbIX MPaBuWi NakeTHOro 3
dunbTpa iptables. MNepebpoc ceTeBbIX NAKETOB.

e b©asoBasi HacTpovika MapLupyTmsaTopa.

e Komanga tcpdump. YTurmra Wireshark.

e KomaHga nmap. YTunura zenmap.

Moaynb 10. YaanéHHoe ynpasneHue B PE[Q]1 OC

Buabl ynanéHHoro ynpasneHust.

MpoTokon SSH. 3
MpoTokon VNC.

MpoTokon RDP.

Moaynb 11. CuctemMa ynpaBneHUsi KOHTpPOsieM ocTyna

e KoHuenuus SELinux. 3
® Pexum n koHTekeTbl SELinux.

Mogaynb 12. MNpouecc 3arpy3ku v BbIKIIOYEHUs1 CUCTEMbI

* |AccrnepoBaHve nopsigka v CTagvin HadarbHOW 3arpysku. 3
e Hactpoiika 3arpy3dvnka GRUB2.
e 3arpyska sapa OC, napameTpsbl, nepegaBaemMble 54py.

Mogynb 13. UTorosoe TectupoBaHue 2

40 ak.y. + 40 ak.u.

AyauTopHas Harpyska B Kracce ¢ npenogaBaTernem
YA P Py P A CcaMoCToATEeNIbHO

Mo oKoH4YaHUM 0GYUeHNs Ha Kypce MPOBOAUTCA UTOroBas aTtTecTauus. ATTecTauma NpoBoaUTCA B Bide TecTa Ha
nocreaHeM 3aHATUN UM HA OCHOBaHWM OLIEHOK NMPaKTUYeCcKMX paboT, BbINONHAEMbIX BO BpeMsl 06y4eHus Ha Kypce.

KoHTaKTbl LieHTpa
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