BaymaHCKMK y4yebHbIM LeHTp «CneunanucT»

MNMporpamma kypca CeptudmumpoBaHHbIN agMUHUCTPATOP NO OTNnaakKe
npoaykroB Check Point

Koa kypca: YEKMOMHAOM

Tema AK. yacoB

Mogynb 1. BBeaeHue B TeXHONOrmM oTnagku

MeTopgonorvs oTrnagku

Criyx6bl nogaepxkm Check Point

YueTHble 3anucu Ha caite Check Point

3anpocbl Ha nNosydyeHue NoaaepPKKM

MexaHu3mbl OTroBa NakeToB

OcHoBbl 0Trnagkm paboTbl s4pa, pexxvMbl SApa 1 NoNb30BaTENbCKUIA PEXUM, KOMaHAbI, 2
MHTepnpeTauus pesyrbTaToB

e [lony4eHre nHcopmaLmm o npoLeccax u COCTOSHUM CUCTEMBI

NaboparopHas paboTta Ne 1.1. MprmeHenre tcpdump n Wireshark
Na6opartopHas paboTta Ne 1.2. MpocmoTp LenoYek aencTemii Moayren sapa daiepsona

Na6oparopHas paboTta Ne 1.3. MNMprmeHeHre 6a3oBbIx KOMaHA rHykca U Check Point

Mopaynb 2. OCHOBbI MOHUTOpPUHra Tpaduka

OCHOBHbIE cueHapum OTnagkm cuctembl cbopa roros

Mounck NpynyrH pa3pbiBOB COeAMHEHWN

MOHWUTOPUHI CETEBOI aKTUBHOCTU U MPOU3BOAUTENBHOCTM C NoMoLkto SmartView Monitor 2
MoHUTOPUHI NOTOKOB Tpaduka C MOMOLLBIO OTIIOBa NakeToB

Na6oparopHas pa6oTa Ne 2.1. /icnpaerneHvie Henonaaok coeayHEHWI

Na6oparopHas pa6oTa Ne 2.2. AHanms oTroBMeHHbIX NaKTOB

Moaynb 3. OTnagka UHCTanALUKM NONUTUK U pabotbl SmartConsole

VcnpaereHue Henonagok CBA3M MeXay KOMMNOHEHTaMU CUCTEMBI

Otnagka 3anycka SmartConsole n ayteHTUbrKaumm agMmyHMcTpaTopa 2
ObpaboTka 0TKa3oB u 3amenrieHns pabotel SmartConsole

VcnpaBrneHue Henonagok MHCTasLyn NOSUTUKA

NabopartopHas paboTa Ne 3. Vcnpasrienve Henoragok B pabote SmartConsole

Mogynb 4. Otnagka paboTbl mexaHu3ma ldentity Awareness

e 00630p paboTbl MexaHusma Identity Awareness 2
¢ Ba3oBble cLeHapum OTrnaaku

NaboparopHas paboTta Ne 4. Otnagka paboTel MexaHuama ldentity Awareness

Moaynb 5. Otnagka pabotbl MexaHuamoB Application Control u URL Filtering

e OcHoBbl paboTbl MexaHnamoB Application Control n URL Filtering
e Otnagka paboTbl MexaHnamoB Application Control n URL Filtering 2

Na6oparopHas paboTta Ne 5. Otrnagka paboTbl MexaHnamoB Application Control n URL
Filtering

Mogaynb 6. Otnagka pa6oTtbl NAT

e OcHoBbI TpaHcsIUMM agpecos, Hide n Static NAT 2
¢ licnpaBrieHve Henonagok B pabote Bcex Tunoe NAT

Na6oparopHas paboTa Ne 6. ccrieqosaHve npobriem agpecHoi TpaHensauum



Mogaynb 7. Otnagka pa6otbl nonutuku Threat Prevention

e (O630p paboTbl normtukn Threat Prevention

e Pabota mexaHunsma IPS

o Otnagka vHcTanaumm normtukn Threat Prevention
e Otnagka paboTbl MexaHnamoB Anti-Bot n Anti-Virus

Na6oparopHas paboTa Ne 7. OueHka paGoTbl MmexaHmamoB Threat Prevention
Mogynb 8. UcnpaBneHne Henonagok ¢ NMUEH3MpoBaHueM 1 hannamm KOHTPaKTOB
e 00630p cUCTEMBI IMLEHIMPOBAHMS U (haIANIOB KOHTPAKTOB
¢ VicnpaBreHue Henonagok M pekomeHaauum no paboTe ¢ nMueHsusMy 1 charinamm
KOHTpaKTOB

Na6oparopHas pa6oTa Ne 8. MNpoBepka COCTOAHUS NNLEH3WIA

anIHO)KeHVIe A. OTBeTbl Ha BOMpPOCLI B KOHLUe rnaB

AyauTopHas Harpyska B Kracce ¢ npernogasareriem

16 aK.y. + 16 ak.u.
CaMOCTOATENbHO

Mo okoH4YaHuM O6y‘-IeHI/I$| Ha Kypce npoBoguTCAa Utoroead atrectauud. ATTecTtauma npoBOOUTCA B BMAOE TeCTa Ha
nocreaHeM 3aHATUA N Ha OCHOBaHUM OLLEHOK NMPaKTU4eCKNX pa60T, BbINOJIHAEMbIX BO BpPEMA OGy‘-IeHI/IH Ha Kypce.

KoHTaKTbI LeHTpa

[ns YyacTHbIX L, [ns opranvsaumi E-mail

+7 (495) 232-32-16 +7 (495) 780-48-44 info@specialist.ru
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